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	These proceedings document the various presentations at the Fourth Resilience Engineering Symposium held on June 8-10, 2011, in Sophia-Antipolis, France. The Symposium gathered participants from five continents and provided them with a forum to exchange experiences and problems, and to learn about Resilience Engineering from the latest scientific achievements to recent practical applications. The First Resilience Engineering Symposium was held in Söderköping, Sweden, on October 25-29 2004. The Second Resilience Engineering Symposium was held in Juan-les-Pins, France, on November 8-10 2006, The Third Resilience Engineering Symposium was held in Juan-les-Pins, France, on October 28-30 2008. Since the first Symposium, resilience engineering has fast become recognised as a valuable complement to the established approaches to safety. Both industry and academia have recognised that resilience engineering offers valuable conceptual and practical basis that can be used to attack the problems of interconnectedness and intractability of complex socio-technical systems. The concepts and principles of resilience engineering have been tested and refined by applications in such fields as air traffic management, offshore production, patient safety, and commercial fishing. Continued work has also made it clear that resilience is neither limited to handling threats and disturbances, nor confined to situations where something can go wrong. Today, resilience is understood as the intrinsic ability of a system to adjust its functioning prior to, during, or following changes and disturbances, so that it can sustain required operations under both expected and unexpected conditions. This definition emphasizes the ability to continue functioning, rather than simply to react and recover from disturbances and the ability to deal with diverse conditions of functioning, expected as well as unexpected. For anyone who is interested in learning more about Resilience Engineering, the books published in the Ashgate Studies in Resilience Engineering provide an excellent starting point. Another sign that Resilience Engineering is coming of age is the establishment of the Resilience Engineering Association. The goal of this association is to provide a forum for coordination and exchange of experiences, by bringing together researchers and professionals working in the Resilience Engineering domain and organisations applying or willing to apply Resilience Engineering principles in their operations. The Resilience Engineering Association held its first General Assembly during the Fourth Symposium, and will in the future play an active role in the organisation of symposia and other activities related to Resilience Engineering.
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        Erik Hollnagel and Éric Rigaud

      

      
        
          
            1
            These proceedings document the various presentations at the Fourth Resilience Engineering Symposium held on June 8-10, 2011, in Sophia-Antipolis, France. The Symposium gathered participants from five continents and provided them with a forum to exchange experiences and problems, and to learn about Resilience Engineering from the latest scientific achievements to recent practical applications.
          

          
            2
            This volume contains the papers selected from the submissions to the Call for Papers. The selection represents the collective wisdom of the reviewers, who willingly accepted to provide their services to the resilience community. The Symposium organisers would like to take this opportunity to thank the following colleagues for the time and efforts.
          

          
            3
            Akinori Komatsubara
Andrew Hale
Chris Nemeth
David Woods
Gudela Grote
Gunilla Sundström
Jan Hovden
Jean Paries
John Wreathall
Jose Orlando Gomes
Rene Amalberti
Rob Robson
Rogier Woltjer
Sidney Dekker
Steve Epstein
Yushi Fujita
          

          
            4
            The First Resilience Engineering Symposium was held in Söderköping, Sweden, on October 25-29 2004. The Second Resilience Engineering Symposium was held in Juan-les-Pins, France, on November 8-10 2006, The Third Resilience Engineering Symposium was held in Juan-les-Pins, France, on October 28-30 2008. Since the first Symposium, resilience engineering has fast become recognised as a valuable complement to the established approaches to safety. Both industry and academia have recognised that resilience engineering offers valuable conceptual and practical basis that can be used to attack the problems of interconnectedness and intractability of complex socio-technical systems. The concepts and principles of resilience engineering have been tested and refined by applications in such fields as air traffic management, offshore production, patient safety, and commercial fishing. Continued work has also made it clear that resilience is neither limited to handling threats and disturbances, nor confined to situations where something can go wrong. Today, resilience is understood as the intrinsic ability of a system to adjust its functioning prior to, during, or following changes and disturbances, so that it can sustain required operations under both expected and unexpected conditions. This definition emphasises the ability to continue functioning, rather than simply to react and recover from disturbances and the ability to deal with diverse conditions of functioning, expected as well as unexpected. For anyone who is interested in learning more about Resilience Engineering, the books published in the Ashgate Studies in Resilience Engineering provide an excellent starting point.
          

          
            5
            Another sign that Resilience Engineering is coming of age is the establishment of the Resilience Engineering Association. The goal of this association is to provide a forum for coordination and exchange of experiences, by bringing together researchers and professionals working in the Resilience Engineering domain and organisations applying or willing to apply Resilience Engineering principles in their operations. The Resilience Engineering Association held its first General Assembly during the Fourth Symposium, and will in the future play an active role in the organisation of symposia and other activities related to Resilience Engineering.
          

          6Sophia Antipolis, April 30, 2011

        

      

    

  
    
      
        
          
            Resilient Peer Communities
          

        

        C. Alexandru, Siri Andersen, B. McKinstry, J. Ure and D. Robertson

      

      
        
          
            Author's note

            Note portant sur l’auteur1

            Note portant sur l’auteur2

            Note portant sur l’auteur3

            Note portant sur l’auteur4

            Note portant sur l’auteur5

          

          1 Introduction

          
            1
            Over the past ten years we have seen the emergence of a new computing paradigm. Human Computation (von Ahn 2009) or Social Computation1 is emerging as a new approach to problem solving that combines computational mechanisms with human capacities (part of this capacity could come from the “cognitive surplus”2 identified by Clay Shirkey (Shirkey 2010)) via a system of incentives and reward that help shape the human response to tasks posed within the social computation. One very simple instantiation of this approach that has seen widespread adoption is “crowd-sourcing” (Doan 2011) where large tasks are split into a multitude of small sub-tasks that can be carried out by independent participants. At the moment the approach is in its infancy, however von Ahn’s ESP game (von Ahn 2009) has demonstrated that very considerable human effort can be marshalled by suitably chosen incentives and computational environment. In the longer run we believe the approach will provide the key to managing some of the large scale societal challenges that will face us over the next 20-50 years. In particular we believe that this approach will play a key role in the provision of infrastructures that many other systems use as their foundation. Careful combination of computational and human resources could make a significant contribution to the resilience of such infrastructures.
          

          
            2
            One key societal challenge is that of ageing. In many parts of Europe as the “baby boomer” generation moves beyond retirement age we will see the ratio of employed to elderly people decline as low as one elderly person to two people in employment. In this setting, providing adequate levels of care will demand the deployment of novel approaches that are far more innovative than our current approaches to care.
          

          
            3
            One approach that is under active consideration in the UK is the very wide scale deployment of telemonitoring to help elderly people maintain independent lifestyles well into old age. Current approaches to telemonitoring do not scale well and depend on the deployment of low-wage staff in call centres or on a massive expansion of primary care services that would be difficult to fund and staff in the current economic climate and demographic situation. Here we consider how Social Computation might be deployed as a means of tackling these issues. The goal of such a deployment would be to recruit and empower non-professionals (e.g. carers, family, friends and volunteers) to carry out many “front-line” tasks that arise in such situations. The goal of this is to arrive at a system where professionals and informal effort “co-produce” care.
          

          
            4
            A key issue for Resilience Engineering is how to define the structure that links the computational components with the human elements of the system in a way that incentivises and rewards non-professionals for behaviour that promotes a resilient approach to changes in circumstances and avoids the creation of brittle structures that cannot adapt to change.
          

          
            5
            The remainder of this paper considers what we can learn from a small-scale telemonitoring pilot carried out in Scotland (McKinstry 2009) and how that learning can inform the design of resilient telehealthcare systems at larger scale.
          

          2 Social Computing

          
            6
            With the advent of Web 2.0 and the rapid development of the internet towards the “future internet” and “internet of things” we have seen a huge growth of “social networking” and the development of forms of social interaction that are facilitated by the internet. This has driven a rapid growth of interest in how to develop the idea of social networking towards the notion of “social computation” where the coupling between the social and the computational is more elaborate and more directed towards achieving focussed aims. Social computing involves: some computational system that provides access to data and computational services; a social network of peers that interact with the computational system in order to carry out some task or deliver a service; and a system of incentives to encourage the behaviour of the human participants intended by the designer of the system. Incentives could be monetary, due to obligation, compulsion or enjoyment.
          

          
            7
            A very simple example of this type of system is the winner of the DARPA Network challenge where, using financial incentives, a group at MIT created a simple system that recruited volunteers and recorded their observations in order to locate 10 weather balloons released across the continental US in around 9 hours (Greenemeier 2009).
          

          3 Small-Scale Telecare Pilots

          
            8
            As part of the preparation for a much larger telecare scheme directed towards treating a “natural-sized” care community of around 10,000 patients several small-scale pilots have been in operation in Scotland. Here we consider the experience of two of these pilots reported in McKinstry (2009) and Alexandru (2010). One pilot looked at Chronic Obstructive Pulmonary Disease (COPD) where patients can experience rapid changes in condition when acute exacerbations of their condition occur. The other pilot considered hypertension which is a much more stable condition that requires monitoring and does not have the potential for features like the exacerbations experienced by COPD patients.
          

          
            9
            In both pilots patients were provided with monitoring equipment (e.g. a pulse oximeter that measures pulse and blood oxygen) and the means to transmit the information back to the primary care organisation. In the UK this is provided by a General Practice staffed by General Practitioners, Nursing and Administrative staff. In the primary care organisation patient information was accessed via web interfaces and was not fully integrated into the patient medical record system.
          

          
            10
            As small scale pilots, these systems are quite resilient in the sense that the informal human peer networks surrounding the pilots can gather the necessary resources to adapt to adverse events. Here we are seeking to learn from the forms of adaptation to changes of circumstances at small scale to help identify what would be required to afford adaptation in the large scale human peer networks that will arise when telecare is deployed at national scale. Here we will focus on some specific adaptations that took place in the small-scale pilots and consider how similar adaptation could be afforded in a scaled-up system.
          

          
            11
            1. Missing readings: in the COPD pilot readings taken by patients would fail to reach the General Practice for a range of reasons. There was no systematic approach to detect failures and failure was invisible to the patient. The monitoring staff in the General Practice adapted by developing routines to check and telephone patients with missing records to ensure they had attempted to deliver the readings.
          

          
            12
            2. Continuity of dialogue: there were missing facilities to keep track of dialogue with patients and reliably recover where a dialogue had reached with a particular patient. Monitor teams managing patient dialogue in the General Practice adapted by using excel spreadsheets to keep track of dialogue and then visually link back to the main system interface to look at patient data. Additionally data was not shared with the general practice systems which meant that other caregivers could not routinely access data. This meant that observers had to either phone and tell GPs recent results or fax a print out.
          

          
            13
            3. Interpretive context: in both pilots the professional teams encountered difficulties in establishing the interpretive context for data in the system. In the case of COPD, visual cues like face colour and respiratory rate play an important role in deciding on the seriousness of an exacerbation and in the hypertension pilot difficulties arose from a lack of transparency in how some derived measures were calculated from raw data. Adaptations involved working around the system to acquire the necessary contextual information either by contacting the patient or by accessing the primary data and carrying out manual calculations. Efforts to maintain continuity of care between observers and patients also enhanced personalisation of cares and help to better contextualise data.
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            4. Data volume: In the COPD trails the initial design assumed that non-medical staff could carry out an initial sift of the data to identify patients who had measured over particular thresholds. They quickly discovered that this would result in very large numbers of false alarms because universal thresholds bore no strong relationship to the condition of an individual patient and most patients exceeded the thresholds fairly frequently. The pilot programme adapted by moving to setting individualised thresholds and having medical practice staff monitor for exacerbations. This led to a much closer match between the condition of the patient and the thresholds.
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            Each of these examples demonstrates a successful adaptation to adverse circumstances at small scale. The qualitative analysis of the COPD pilot (McKinstry 2009) clearly indicates that patients felt they gained considerably from the pilot and that this was facilitated by significant adaptations undertaken by the participants in the pilot. Overall the aims of different groups in the pilots were quite well aligned. For example, reduction in time spent in hospital is a key factor for both medical managers, doctors and patients and there are several other aligned goals for all the involved groups.
          

          4 Peer Networks
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            A core element of a Social Computation is the peer network that structures the human contribution to the computation. This comprises a heterogeneous collection of individuals and groups with evolving needs, roles and expertise. In the case of the telecare pilots we are considering the peer network includes doctors, nurses, practice managers, call centre staff, patients, carers, family, social workers, and volunteers. The peer network uses a collection of computer-based data and services to realise a “social computation” that possibly involves quite detailed and evolving interaction between the human and mechanised parts of the system.
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            The human peer network in Social Computations can draw on:
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            5. Technical resources: The information gathered by the system and different representations of that information; the range of actions offered by the computer-based system; and access – who can do what, where and when.
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            6. Social resources: informal information available in social setting; informal networks; informal interventions. Increasingly human peer networks will utilize computer-based social networking resources such as facebook, skype, email, and other forms of electronic communication to provide access to additional resources.
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            Considering the adaptations we outlined in the previous section we can see that direct translation of the adaptations to larger scale contexts could be problematic:
          

          
            	
              
                Missing readings: It is clear that there are issues around the adaptation to missing readings. It the system had been deployed at scale in this form the General Practices would not have been able to handle the task of searching for missing readings. The agenda of medical managers in the scaling up process is to support the increasing population of ageing citizens without seeing a significant increase in staffing. This suggests that different adaptations and system affordances will be required to deal with the proposed scaled-up system.
              

            

            	
              
                Continuity of dialogue: Again the use of office tools to manage “auxiliary” information is a frequently used and often successful adaptation to design flaws and changes of circumstances for systems but as the scale of the system grows the search and linkage issues become more prominent as do slips and errors like misspellings that lead to mistaken identities and other failures of linkage between the main information system and the auxiliary data.
              

            

            	
              
                Interpretive context: This is a widespread issue in the de-localisation of data from its context. The shift out of the local context opens up many new interpretations that would be inhibited in the local context. In small scale systems this can be easily repaired by a phone call or a walk along the corridor or a home visit but this form of adaptation is difficult to achieve in large-scale systems.
              

            

            	
              
                Data volume: The investigators in the pilot projects identified this as an issue and made provision to “routinize” the handling of the data so that the General Practices would not be required to handle the volume of data but during the implementation it became clear that this approach could not work and the General Practices adapted the approach to one requiring much more skilled interventions. Again, this is not a scalable approach give the model where General Practices are expected to see at best a modest increase in resources to handle telecare introduction. One key observation of the telecare pilots is that the measurements taken by patients display much more variability through time and across patients than medical practitioners had expected resulting in a much higher rate of alerting.
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            Experience with the pilots suggest that adaptations along these lines will be necessary in any large-scale telecare system but that the precise need for adaptation is unpredictable and so we should attempt to tackle the phenomenon exemplified in the pilot rather than “fixing” the particular issue. Our initial analysis suggests the scaled-up system should consider mechanisms that afford:
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            1. Marshalling of data: It is clear that throughout telecare systems there is a need to construct an orderly record from the formal data that has been gathered through the standard mechanisms and combine this with a range of other more informally gathered information that helps repair flaws and account for anomalies. It is also clear that there is a tension between the size of the task and the need for expertise and that locality or social proximity to the patient also plays an important role. There are many aspects to be considered but it seems that these three are particularly central if a scaled up system is to allow a range of adaptation in the management of data (e.g. delegating some responsibility for an individual patient’s record to the patient and their friends, family):
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            a. Ordering: ensuring the record meets some standards of data quality.
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            b. Annotating: the capacity to annotate records to help explain, carry context and warn that the “standard” interpretation of the data is probably wrong in this context.
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            c. Provenance: people interpreting data should be able to discover how the data was generated. This information also needs to be in a comprehensible form.
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            2. Managing of dialogue: The whole issue of dialogue facilitated by the computer-based component of a scaled-up telecare system is an issue, in part because almost any missing channel will be replaced by some informal means (e.g. sms messages, telephone, email, ...) but also because the adaptations taken in the pilots do not scale easily. The human peer network surrounding the telecare system is quite heterogeneous and communication is at least stratified into:
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            d. Communication among the immediate peer group: this is a key element in maintaining the community around the patient and to facilitate professional communication inside professional groups. It also needs to take account of informal communication and issues like locality.
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            e. Communication across heterogeneous groups: This is a more sensitive issue that requires the potential to negotiate shared meaning and to engage with third parties as intermediaries. For example communication between medical professionals and patients is often mediated by friends or family.
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            In designing models for human peer networks that have the capacity to adapt appropriately in a large-scale telecare system the computational components would need to incorporate elements that could deliver something equivalent to these mechanisms.
          

          5 Models Of Care
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            In a scaled-up system there are a wide range of possible human peer network structures that could support resilient delivery of telecare. One possible structure we could aim to achieve is a strong local support group of informal participants around the patient comprising carers, family, friends and the patient combined with a layered approach to the provision of professional services with clear escalation processes to trigger a professional intervention. There would also need to be the means to support multi-agency working and the voluntary sector but space constrains us to focus on just the support of the local group around the patient because this allows some illustration of the potential for incentives and learning.
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            We envisage that the local group of informal participants around the patient would be responsible for maintaining an ordered record of data gathered and also potentially for alerting medical professionals in some circumstances. This group would be motivated by benevolence towards the patient (for most families at any rate) and would have access to the local context so could keep track of failures, account for anomalies in the data and would be capable of providing useful annotation. This would create a small cluster round the patient. The problem is the issue of expertise and developing the capacity to maintain the data accurately. One possibility is to have mentors from a professional group provide mentoring and training. An alternative is to use peer mentoring across groups that takes account of similarity patients condition and locality. We could further incentivise by some element of competition in the form of a data quality competition across groups that would reward groups with well maintained data. This could either be incentivised financially or by prestige. This very brief foray into social network design points to the need for more work on structures and incentives in a range of different contexts. We know from the existing social networks: Facebook, LinkedIn, etc that we can create quite different structure by varying incentives and the computational infrastructure. The question is how best to do this to enhance the resilience of mass-scale systems we depend on.
          

          6 Conclusions
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            This short paper is exploratory in the sense that it begins to consider how defining Social Computations can contribute to the resilience of large-scale infrastructures. Here we have focussed on telecare where we believe the structures will concentrate on small, local clusters to support individuals coupled to an hierarchical structure that is designed to give control over the impact on professional resources. It is clear that there are many more aspects that could be explored within the scope of Resilience Engineering. One particularly interesting area raised by a referee to this paper is the relation to Doyle’s work (Alderson 2010) on network infrastructures. From a preliminary exploration we believe this is of great interest and that the most potentially fruitful area of work might initially focus on simple crowsourced systems like the DARPA Network Challenge.
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              “The Social Computer” takes a particular perspective on this: 
            
            
              
                http://socialcomputer.eu/
              
            
            
              .
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              One of Shirkey’s striking observations is that US citizens spend roughly 100 million hours watching TV advertisements over a weekend of major sporting events and this is roughly the level of effort required to construct Wikipedia.
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              Increasingly “social computation” will be used in the delivery of key services, particularly public services. Social computation is a combination of computational infrastructure, voluntary and paid human effort together with an incentive structure to encourage and reinforce participation. For example, in care we will see the use of family and friends to filter out false positives from telemonitoring implementations. An important part of a social computation is the model that underpins the incentive structure. The design of such models is therefore critical if we are to enable the deployment of resilient social computations that are tolerant of new events and situations.
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          1Intensive Care Units (ICU) are high risk, dynamic systems, characterized by the omnipresence of the unexpected, the diversity of situations and actors, as well as the presence of...
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